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pasbsCHACT

B ycnoBusax pa3Butus 1mudpoBoil SKOHOMHUKH, AJICKTPOHHBIX TUIATCKHBIX CHCTEM
IIEPCOHAIBHBIX JJIEKTPOHHBIX YCTPOMCTB U VIHTEepHETa CTPEMUTENBHO BO3POCIIO
KOJIMYECTBO COBEPIIIEHHBIX C UX UCTIOIb30BAHUEM MPECTYILICHUM.

CoBepllleHUIO JTaHHOW KaTeropuH MPEeCTYIUICHUH CIOCOOCTBYIOT JOBEPUYMBOCTH
rpakJiaH, HEJOCTAaTOYHAs MX OCBEAOMJICHHOCTh M MPEHEOPEKUTEITHLHOE OTHOIICHUE
K DJIEMEHTAPHBIM TMpaBujiaM 0€30MaCHOCTH.

Jist  mpeaynpexaeHUs MPOTUBOINPABHBIX JIGUCTBUH TO JTUCTAHIIHOHHOMY
XHIICHUIO JICHE)KHBIX CPEJCTB BAXKHO 3aIIOMHUTH CIIEYIOIIEe.

Cotpynnuku 0aHka 1o TenedoHy WK B JICKTPOHHOM MUChME HE 3aIlpaliuBaroT:

® [IepCOHAJIbHBIC CBEJCHUS (CEpUsi W HOMEp TMacmopTa, ajpec PEerucTpaluu,

uMs 1 paMUITUS BJIQJICINIbIIA KAPThI);

e pekBu3HUTHI, cpok neictBus, [IMH- u CVV-koab1 6aHKOBCKUX KapT;

e maponu Wik koAbl U3 CMC-cooOmenuil s moaTBepKAeHUsS (UHAHCOBBIX

oTieparfii WM UX OTMEHBI;

e JIOTWH W TapoJib JJIs BXO/Aa B JIMYHBIA KaOWMHET KJIIMeHTa OaHKa.

CotpynHuku 0aHKa TakK)Ke HE MpeJIararor:

® YCTAaHOBHUTH MPOTPAaMMBbI YIAJEHHOTO JOCTyma (WIM WHBIE CTOPOHHUE
PWIOXKEHUS) HAa MOOMJIBHOE YCTPONCTBO M Pa3pelIuTh MOAKIIOUEHHE K HUM
MOJT MPEIJIOTOM TEXHUUYECKOU MOIEPKKU (HAIpUMep, yAICHUE BUPYCOB);

e nepeiitu o ccpuike u3 CMC-coobtieHus;

e BKJIIOUHUTH IIiepeagpecalnydio Ha TeledOHEe KIWEHTa [JI COBEPIICHHS
B JaJbHEHIIIEM 3BOHKA OT €ro MMEHHU B OaHK;

® [I0JI UX PYKOBOJCTBOM IIEPEBECTH JUIsI COXPAHHOCTH JICHEXKHBIC CPEIICTBA
Ha «3AIUIIEHHBIEY» WX «0€30IMacHbIEe» CUETa;

e 3aiiTh B OHJalH-KaOuHET 10 cchuike 3 CMC-coobmenuss uim JIEKTPOHHOTO
IChbMa.

bank MoxeT MHUIIMMPOBATH OOIICHHE C KIMEHTOM TOJBKO JJII KOHCYJIbTAIlUN
M0 TNpeAoCTaBisgeMbIM yciayraMm. IIpy 5TOM 3BOHKHM COBEpIIAIOTCS C HOMEPOB,
yKa3aHHBIX Ha OOOpPOTHOM CTOpPOHE KapThl, HA O(HUIMAIBHBIX caliTax U OAHKOBCKHX
TOoKyMeHTax. VlHbIe HoMepa He UMEIOT HUKaKOI'0 OTHOIICHUS K OaHKY.

UtoObl HE CTaTh JKEPTBOM JUCTAHIIMOHHOTO MOIICHHUYECTBA CJCAYCT
HCIIOJIb30BaTh TOJBKO O(PHUITHATbHBIC KAaHAIBI CBS3H.

e (GopmbI 0OpaTHOM CBSA3M Ha caliTe OaHKa U B MOOMJILHOM TIPHIIOKCHHM;

e TteneOHBI TOPSYNX JTUHUM,

® TPYIIbI WK YaT-00Thl B MECCEHKEPaXx (€ClIM TAKOBBIE UMEIOTCS).

BaxkHO MOMHHUTH, 4TO MOOWIIBHBIC NPHIOXKCHUS OAaHKOB CIEAyeT CKAuWBaTh
yepe3 odurmanbabie Marasuasl (App Store, Google Play u t.1m.).
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HeoOxonuMo y4uTBIBaTH, 4YTO JE€p)KaTelb KapTbl 00s3aH CAMOCTOSITENIBHO
obecneunTh KOH(PUACHIIMATLHOCTD €€ PEKBU3UTOB U B 3TOM CBSA3U M30€TaTh:

® TOJKIIOYCHHS K obrienocTynHbiM cetsim Wi-Fi;

e ucnonb3oBanuss [IMH- wim CVV-kogoB npu 3aka3e TOBAapoOB M YCIYT
yepes ceTb «IHTepHETY, a Takke 1o tenedony (paxcy);

® COOOIICHUsI HAa3BaHHBIX KOJOB TPETHUM JIUIAM (B MPOTHUBHOM cCllydae JI0ObIe
orepalu, COBEPIICHHBIE C UX UCIOJIH30BAHUEM, CUUTAIOTCS! BBIMOJHEHHBIMU
CaMUM JieprKaTesieM KapThl U HE MOTYT ObITh OIIPOTECTOBAHBI).

[Ipu wucnonb3oBaHUM OAHKOMATOB OTAaBalTe NPEANOUYTEHHE TEM, KOTOPHIE
YCTaHOBJICHBI B 3aIlIUIIEHHBIX MECTaX (HAIpUMeEp, B TOCYUPEKICHUSIX, oprcax 0aHKOB,
KPYIHBIX TOPTOBBIX IIeHTpax). [lepen ero ucronb3oBaHUEM, OCMOTPUTE U YOEIUTECH,
4TO:

® BCE OMepaliy, COBEPIIaeMbIe MPEABIIYIIIUM KIMEHTOM, 3aBEPIIICHBI,

® Ha KJaBUAType M B MECTE JJIs MpUeMa KapT HET JOMOJHUTEIbHBIX YCTPOUCTB;

® OTCYTCTBYIOT HEUCIIPABHOCTH U MHBIC TIOBPEIKICHHUS.

CoBepiiiasi ornepanuu, HE MPUCTYIIUBAWTECh K COBETAM HE3HAKOMBIX JIFOJACH
U HE IPUHUMAMNTE MX MTOMOIIIb.

I[Ipu wucnosbp30BaHUM  COTOBBIX TenepoHOB (cMapTPoHOB) colOmroganTe
CJIeIyIOIINe MpaBuIa;

® [IpM YCTAaHOBKE MOOWIBHBIX TPUIOKEHHH oOpamiaiite BHUMaHHE Ha
MOJTHOMOYHS, KOTOpblE OHHU 3ampaliuBaioT. bynbre 0COOEHHO OCTOPOKHBI,
€CJIM TPUJIOKEHHE TPOCUT TMpaBa Ha UYTEHHE aJPECHON KHUTH, OTIPABKY
CMC-coo011eHuii ¥ UHBIX YBEAOMIIEHUH, TOCTYH K ceTh «HTepHeT»;

® OTKJIIOYUTE B HACTPOMKAaX BO3MOXHOCTh HCIOJIb30BAaHUS TOJIOCOBOTO
yIpaBlIeHUs MPHU 3a0JI0KMPOBAHHOM JKPAHE;

e He mnepexoaute 1o ccbuikaM u3 CMC-yBenomileHMid, pa3UYHBIX YaTOB
U MECCEH/DKEpOB, HE YOEIMBIIUCh B WX JIOCTOBEPHOCTH (Tepe3BaHUBANTE
JIOSIM WX TIPUCIIABIINM);

® HE TIEPEUUCISUTE JICHEXKHBIE CpPEJCTBA 3HAKOMBIM, POJCTBEHHUKAMHU
U ONM3KMM JIMIIaM Ha WX TPOCBOBI O TIepeBOJe JCHEKHBIX CPEJICTB
U3 CMC-yBenomiieHHIA, pa3IUYHbBIX 4aTOB 51 MECCEHKEPOB,
HEe yOemuBIIUCh B HMX JIOCTOBEPHOCTH  (IIEpE3BaHMBANTE  JIIOIAM
UX MPUCIIABIIKM);

[Ipu “cnoNb30BaHUM MHTEPHET-CEPBUCOB, B TO YMCIIE JJISI MOKYIKU U MPOJaXKU

TOBapoOB U OKa3aHus ycayr (AButo, FOna u T.11.) 3alOMHUTE Psi NPOCTHIX MPABUII:

® CHOJIb3YiTE CpencTBa OOIIEHMS], TPEIOCTABICHHBIEC IAHHBIMU CaliTaMu;

® HE MEPEeXOJWTh HAa «HHIAWBHUAYaTbHOE» OOIEHWE C TOCTOPOHHUMH JIMIIAMHU
C MCTIOJIb30BAaHUEM JINYHBIX HOMEPOB TeIe(OHOB;

e HE I[epelaBaiiTe CBOM TMEPCOHAIbHBIE JaHHbIE, B TOM YHCIIa aJpec
NPOXUBAaHUS, KOHTAKTHbIC TelePOHBI, OAHKOBCKHE PEKBU3UTHI H KOIBI
MOATBEPKACHUSI 0AHKOBCKHUX OIEpallnif;

® UCHOJIB3YHTE TOJNBKO TMOPSAAOK H (OPMBI OIIIATHI, MOJYYEHUS TOBApOB,
MPEAyCMOTPEHHbBIE TAHHBIMU UHTEPHET-CEPBUCAMMU.
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[Ipu ommate TOBapa m ycayr B cetu «lMHTEepHET» (OCOOEHHO TPHU TMPHUBS3KE
K peryJspHBIM IIaTeKaM WIM aKKayHTaM) TpeOyeTcsl BCEr/la YYHTHIBATH BBICOKYIO
BEPOSITHOCTh MEPEXOJa Ha TMOAJEIbHBIA CalT, CO3JAaHHBIA U1 KOMIIPOMETALMU
KIIMEHTCKHUX JaHHBIX, BKIFOUas IJIATS)KHBIC KAPTOYHBIC TaHHBIC.

Jinda MHMHUMM3aLMM  BO3MOXHBIX XHUILEHUW IIpU IPOBEACHUM OlEpalui
C UCTIOJIb30BaHKUEM ceTH «ITHTEpHET» PEKOMEHTyeTCs .

e 0hOpPMHTH BUPTYAIbHYIO KapTy C YCTAaHOBJICHUEM pa3Mepa WHANBUAYATIHHOTO
JUMHUTA, OTPAHUYMBAIOIICTO OTCPAllMA, B TOM YHCJIE C HCIOJIb30BAHHEM
Ipyrux 0aHKOBCKHUX KapT;

e BHuUMarelbHO uHTaTh TEKCThl CMC-cooOiieHnii U WHBIX yBEJOMIICHUUN
C KOJIaMU TIOJITBEPIKICHHM, MIPOBEPATh PEKBU3UTHI Orepaiuii. Eciii pekBU3UTHI
HE COBIMAJIAIOT, TO TAKOH MapOJIb BBOJAUTH HEJIB3SI.

Korma ©Oank cuWTaer coBepmiaeMble OT WMCHM KJIMCHTAa  OIepalluu
TI0JIO3PUTEIIBHBIMHA, OH MOXKET 10 CBOCH MHHMIIMATHBE BPEMEHHO 3a0JI0KMPOBATh JOCTYIT
k ceppucam CMC-6anka u oHnaitH-kabuHeTa. Eciiu onepaniuu COBEpIICHBI JIepKaTeIeM
KapThl, U1 OBICTPOTO BO30OHOBIJICHUS JOCTYIA K JICHS)KHBIM CPEJCTBAM JOCTaTOYHO
IIO3BOHUTH B KOHTAKTHBIN IIEHTP OaHKa.

B cnywae yrepu wim cMeHBI HOMepa TeliehoHa, MPUBSI3AHHOTO K OAHKOBCKOM
KapTe, He0OX0IUMO:

e cBs3aThCs ¢ 0aHKOoM it oTkirodeHus yeayru CMC-yBegomneHus;

e 3a0JIOKHPOBATh CUM-KapTy, OOPaTUBIINCH K COTOBOMY OIEpaTopy.

[Ipy BO3HMKHOBEHMHM MAaJICHIIMX TIOJO3PEHUN HAacdeT MpeAnpUHUMAeMbIX
MOTBITOK  COBEPIICHUS MOIICHHUYECKUX JIEUCTBUU CIEAyeT He3aMeIIUTEIbHO
yBEJOMJISITH 00 3TOM OaHK.

CoOmrofieHre MPUBEACHHBIX MEP W PEKOMEHAAIMH IO3BOJIUT MPEIOTBPATUTH
CIIy4au JUCTAHIIMOHHOTO XMIIECHUS JEHEKHBIX CPEJICTB.



